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Message Text 


CONFIDENTIAL 

PAGE 01 HONG K 14902 180656Z 
15 

ACTION SY-05 

INFO OCT-01 EA-07 ISO-OO OC-05 CCO-OO /018W 

080036 

R 180540Z DEC 75 
FM AMCONSUL HONG KONG 
TO AMEMBASSY KUALA LUMPUR 
INFO SECSTATE WASH DC 8439 

CONFIDENTIAL HONG KONG 14902 

KUALA LUMPUR FOR RSO FROM OIC/RTC 

DEPT FOR A/SY/T AND A/SY/FO 

E.O. 11652: GDS 
TAGS: ASEC 

SUBJECT: EMBASSY SECURITY INPROVEMENTS, INTERCOM SYSTEM 

REF: (A) KUALA LUMPUR 7279 (B) HONG KONG 13255 

FYI: THERE IS CONSIDERABLE EVIDENCE THAT LOCAL KUALA LUMPUR 
AUTHORATIVES HAVE ENGATED IN AUDIO SURVELLIANCE PENETRATION OF 
EMBASSY IN PAST. THIS EVIDENCE, SEE TSR DATED MAY 8, 1969, 

CENTERS AROUND THE PICKUP OF INTERNAL EMBASSY TELEPHONE CONVER- 
SATIONS BY EXTERNAL LISTENERS. BECAUSE OF COMPLEXITY OF TELEPHONE 
WIRING IN AIA BUIDLING EXACT LOCATION OF POSSIBLE "T" CONNECTION 
TO INTERNAL LINES WAS NOT UNCOVERED. INTERCOM WIRES NOT ONLY 
LEAD TO POSSIBILITY OF EXTERNAL MONITORING BUT OF CREATION OF 
"WIRED INSTALLATION" IN WHICH SPEAKERS ARE UTILIZED 
AS OPEN MICHROPHONES. 
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Message Attributes 


Automatic Decaptioning: X 

Capture Date: 01 JAN 1994 

Channel Indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Draft Date: 18 DEC 1975 

Decaption Date: 01 JAN 1960 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Authority: Martin ML 
Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 28 MAY 2004 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1975HONGK14902 

Document Source: CORE 

Document Unique ID: 00 

Drafter: n/a 

Enclosure: n/a 

Executive Order: GS 

Errors: N/A 

Film Number: D750439-1023 
From: HONG KONG 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1975/newtext/t19751229/aaaaayyx.tel 

Line Count: 46 

Locator: TEXT ON-LINE, ON MICROFILM 
Office: ACTION SY 

Original Classification: CONFIDENTIAL 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 1 

Previous Channel Indicators: n/a 
Previous Classification: CONFIDENTIAL 
Previous Handling Restrictions: n/a 

Reference: 75 KUALA LUMPUR 7279, 75 HONG KONG 13255 

Review Action: RELEASED, APPROVED 

Review Authority: MartinML 

Review Comment: n/a 

Review Content Flags: 

Review Date: 14 JUL 2003 
Review Event: 

Review Exemptions: n/a 

Review History: RELEASED <14 JUL 2003 by CunninFX>; APPROVED <1 9 NOV 2003 by MartinML> 

Review Markings: 

Margaret P. Grafeld 
Declassified/Released 
US Department of State 
EO Systematic Review 
06 JUL 2006 


Review Media Identifier: 

Review Referrals: n/a 
Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
Secure: OPEN 
Status: NATIVE 

Subject: EMBASSY SECURITY INPROVEMENTS, INTERCOM SYSTEM 

TAGS: ASEC 

To: KUALA LUMPUR 

Type: TE 
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